
 ITEM NO.   4.1 
 

 

Report of: Chief Internal 
Auditor 

Contact Officer: Stephen Baddeley 
Telephone No: 4415 
Report Track:  Audit & 

Governance 
Cttee: 29/11/16 

 
 

AUDIT & GOVERNANCE COMMITTEE 

29 NOVEMBER 2016 

INTERNAL AUDIT - QUARTER 2 REPORT FOR 2016-17 

 
 

1 Purpose of Report 

 
1.1 To present to the Audit & Governance Committee for information the Internal 

Audit Quarter 2 Report for 2016-17 
 

2 Recommendations 

 
2.1 That the Committee notes the contents of the Internal Audit Report for Quarter 

2 of 2016-17. 
 

3 Key Issues and Reasons for Recommendation 

 
3.1 At the end of the quarter five audits had been completed at least to draft report 

stage and a further eight audits were in progress. No Limited Assurance 
Audits have been issued in the quarter.   

 

4 Relationship to Corporate Priorities 

 
4.1 The system of internal control is a key element of the Council’s corporate 

governance arrangements which cuts across all corporate priorities. 
 

5 Report Detail  

 
5.1 The report is a snapshot view of the areas at the time that they were reviewed 

and does not necessarily reflect the actions that have been or are being taken 
by managers to address the weaknesses identified. The inclusion or comment 
on any area or function in this report does not indicate that the matters are 
being escalated to Members for further action. Internal Audit routinely follow-
up the recommendations that have been made and will bring to the attention 
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of the committee any relevant areas where significant weaknesses have not 
been addressed by managers. 
  

5.2 Appendix 1 shows the performance of the section which whilst below target at 
the end of quarter is not of significant concern due to the amount of work-in-
progress. When this is taken into account there are no major concerns in 
relation to the completion of the audit plan by the end of the year 
 

5.3 The table below gives a summary of the level of assurance for each of the 
audits completed in the quarter. More detailed information on each of the 
reports issued is contained in Appendix 2.  

 
Number of 

Audits 
Assurance Definition 

0 
Substantial 

���� 

All High (Red) and Medium (Amber) risks have 
appropriate controls in place and these controls 
are operating effectively. 
No action is required by management. 
 

4 
Partial 

▲ 
One or more Medium (Amber) risks are lacking 
appropriate controls and/or controls are not 
operating effectively to manage the risks. 
Prompt action is required by management to 
address the weaknesses identified in accordance 
with the agreed action plan.  
 

0 
Limited 

���� 

One or more High (Red) risks are lacking 
appropriate controls and/or controls are not 
operating effectively to manage the risks. 
Immediate action is required by management to 
address the weaknesses identified in accordance 
with the agreed action plan. 
 

 
5.4 Appendix 3 lists the audits that were in progress but had not been completed 

to draft report stage by the end of the quarter.  
  

5.5 Appendix 4 contains the details of any follow-up audits issued in the quarter – 
there were no follow-up reports issued in the quarter.  

 

6 Implications 

 
6.1 Financial  
 
 None 
 
6.2 Legal  
 
 None 
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6.3      Human Resources 
 
 None 
 
6.4 Section 17 (Crime Prevention)  
 
 None 
 
6.5 Human Rights Act 
 
 None 
 
6.6 Data Protection 
 
 None 
 
6.7 Risk Management  
 
 None 
 
6.8 Equality & Diversity 
 
 None 
 
6.9 Best Value 
 
 None 
 

7         Appendices to the Report 

 
 Appendix 1  – Audit Performance 
 Appendix 2  –  Audits Completed in Quarter 1 
 Appendix 3  – Audits In progress 
 Appendix 4  – Audit Follow-ups completed in the Quarter 
 

Previous Consideration 

  
 

 
Background Papers 

• Audit Plan File  

• Audit Time Recording System 

• Internal Audit Reports 
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Internal Audit  Quarter 2  Report 2016-17 

 
Appendix 1  - Audit Performance  
 
Breakdown of the Planned Delivery of the Audit Plan by Quarter 
 

Target 
Completion 

Quarter % 
No of Audits 
for Quarter 

Cumulative 
% 

Cumulative Total 
Number of Audits 

Quarter 1 10 3 10 3 

Quarter 2 25 8 36 11 

Quarter 3 26 9 61 20 

Quarter 4 39 13 100 33 

 
Cumulative Performance Information at the end of the Quarter 
 

 Planned Audits 
Actual Audits 

Complete % Of Completed Work In Progress % WIP & Complete 

Audit Plan 11 5 45% 8 118% 

Commentary 

Although the number of completed audits is below the target for the quarter when the 
work in progress is taken into account, there are no significant concerns at present in 
relation to the completion of the audit plan.  

A small number of the audits that are in progress have been put on hold during the 
consultation and decision making period for the Financial Recovery Plan due to the 
potential impact that this could have on the areas under review. 
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Appendix 2 - Audits Completed in Quarter 2 
 

Audit 
Head of 
Service 

Status 
Number of 

Recommendations 
Assurance Comments & Key Issues 

Licensing & 
Hackney 
Carriages 

Environmental 
Health 

Draft 4 
Partial  

 

• At the time of the audit some required information from 
Street Traders had not been submitted to the Council. 

• DBS evidence was not always held in accordance with 
guidance or consistently – a departmental policy should 
be developed to ensure compliance with government 
requirements especially around the maximum length of 
time DBS detailed information should be held for.  

• Evidence of the supervisory review prior to the issue of a 
licence was not always held on file.  

• The determination of the fees was not fully supported with 
documentary evidence. 

Treasury 
Management 

Financial 
Management 

Draft 4 
Partial  

 

• Treasury Management Practices and operational 
procedures documentation need to be updated and 
finalised including procedures for unusual transactions 
and exceptions/waivers to the procedures.  

• There is a need to improve the security of storage of 
some of the documentation relating to transactions due to 
showing financial information and bank account details. 

• Separation of duties/supervision has been weakened due 
to the current vacancy and sickness absence within the 
team.  
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Audit 
Head of 
Service 

Status 
Number of 

Recommendations 
Assurance Comments & Key Issues 

Housing 
Maintenance  
& Voids 

Housing & 
Waste 

Management 
Final 4 

Partial  

 

• Temporary increases in values of additional work 
requiring authorisation introduced to alleviate teething 
problems with the new IT system should be ceased and 
appropriate authorisation levels reintroduced. 

• Inspections of non-void properties have become ad hoc 
and the random sample checking lists produced by the 
system were not currently being used. 

• There was an inconsistent approach to the use of 
performance monitoring information/validation of work 
carried out by the operatives. 

• There is limited performance monitoring information in 
place to ensure that the service is meeting its objectives 
and agreed customer service levels.  
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Audit 
Head of 
Service 

Status 
Number of 

Recommendations 
Assurance Comments & Key Issues 

High Level IT 
Security 
Framework  
(IT Audit) 

Technology Draft 17 
Partial  

 

The review has highlighted some key issues regarding the IT 
Security Framework.  These issues can be summarised as: 

• The lack of a formal governance framework to oversee IT 
security issues. 

• The role of the nominated IT Security Officer is not 
documented. 

• The role of application managers & administrators has not 
been formally documented in respect of IT security. 

• IT policies have not been reviewed as required. 

• Weaknesses exist with reviewing access defined for high 
privileged internal users and supplier ID’s available.  

• Firewall rules are not subject to periodic review and in 
some cases not documented fully to explain why they are 
in place. 

• Security incident management recording is not occurring 
as per the agreed policy / procedures. 

�Services led by Stafford Borough Council as part of Shared Services 
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Appendix 3  - Audits in Progress 
 

Audit Head of Service 

Civil Contingencies  
(Emergency Planning & Business Continuity) 

Governance 

Allocations & Voids 
Housing & Waste 

Management 

Private Sector Housing Grants 
Environmental 

Health 

Fairer Charging Service 
Financial 

Management  

Payroll 
Human 

Resources� 

Central Control Commissioning 

IT Account Management (IT Audit) Technology� 

Policy Management & Implementation (IT Audit) Technology� 

�Services led by Stafford Borough Council as part of Shared Services 
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Appendix 4 - Audit Follow-ups Completed in the Quarter 
 
No follow-ups have been completed in the quarter. 
 


